NHdopmMaLms 06 0OCHOBHbIX BUAAX MOLLEHHMYeCTBa

B HacToswee BpeMs Hanbosiee pacrnpoCTpaHEHHbIM CMNOCO60M COBepLUEHNA
MPEeCcTyNeHNn B JaHHOW cepe ABNSETCSH XULLEeHMEe ¢ GAaHKOBCKUX KapT rpaxpiaH,
Korga 310yMbILNIEHHUKM MO TenethoHy NpPeAcTaBAATCA COTPYAHUKaMU Cy>X6
6e30MacHOCTM pa3/INYHbIX 6GAHKOB W MOJ pasMYHbIMU NpeasoraMmy nony4vatot ot
NoTepneBLWINX HOMep 6aHKOBCKOM KapTbl, kog CVV (3 uudpbl Ha 06paTHOM
CTOPOHe KapTbl), a TakXke naponu, npuxoguewime no SMS, Heobxoaumble A/
npoBefeHNs PUHAHCOBbLIX onepayuit. Takke 310yMbILLIEHHUKN MOTYT COO6LUTb
NMoTeprneBWM O HEOOXOAMMOCTM YCTaHOB/IEHUS HA CMapT(OH, KOMMbIOTEP WK
naaHLWeT pasnnyHbix nporpamm («Anydesk», «Quick support», «Teamviever» u
Ap.), BblgaBas MX, B TOM 4uC/e, 38 aHTUBUPYCHbIE, NMO3BONAIOLLNX MOLLEHHMKAM
OVUCTAHUMOHHO, T.e. YAa/lleHHbIM AOCTYMNOM, YNpaBnaTb CMapTPOHOM, HOYTOYKOM
WA NNaHWETOM W, KaK CNefACTBUeE, OCYLLEeCTBATb OHMANH NepeBoAbl OT UMEHU
MoTepneBLUNX Yepe3 UX IMYHbIA KabUHeT.

Ob6paualo BHUMaHWe, 4TOo B XOfAe Te/lePOHHbIX Pa3roBOPOB MOLLEHHUKU
MOryT COOOWMTbL BallK MepcoHanbHble faHHble: PUO, paty poxaeHus,
nacrnopTHble faHHble, a TakXKe JaXe NocnefHve onepauyuy Mo BalwMM CYeTam.
Kpome TOro, npecTynHUKW, WUCMOMb3Ys BO3MOXHOCTWU IP-TenethoHUn, moryt
OCYLLeCTB/ATb 3BOHKM C abOHEHTCKMX HOMEPOB, CXOXWUX WU  UAEHTUYHbIX
ouumnanbHbIM HoMepaM 6aHKOB, yKa3aHHbIM Ha 060POTHOM CTOPOHE KapT.

UT06b! He cTaTb XKePTBOW NOLOOHBLIX NPECTYMNeHUA HeO6XOANUMO MOMHUTB,
YTO HacToAlMe COTPYAHUKM 6aHKOB HMKOrAa He 3BOHAT K/AWEHTaM W He MpocaT
COOOWMTL UM Kakyk-mb0o MH(opMaLmio, Kacalowyrcs Kak UX MepcoHasbHbIX
[AaHHbIX, TaKk U 6aHKOBCKOW KapTbl. Hu npu Kaknx 06CTOATeNbCTBaX He
pasrnawanite HUKOMY, BK/o4yas COTPYAHWKOB 0GaHKOB, Maponn Ha MpoBefeHue
onepauuin. Maponb Ans Bxoda B cucteMy «BaHk OHnaiiH» 3TO Balla JMYHas
KOHpuaeHUManbHas WHQopmauma. Takxe, He B KOeM C/lyyae He CTOUT
yCTaHaBNMBaTb MO Mpocbbe HEeW3BECTHbIX /UL KakKme-1nmbo  MpPUIoKeHWs
(nporpammbl).

VHble cnocobbl MOLLEHHMYECTBA COBEPLUEHHbIE AUCTAHLMOHHBIM CMOCO60M.

C ncnosb3oBaHneM ceTu VIHTepHeT:

L MNyTtem nonyyeHnsa npegonnatbl B pasmepe Ao 100% 3a ToBap nam ycnyry c
MOMOLLb CO3AaHNA «OAHOAHEBHbIX» MHTEPHET-MarasuHoB W CaliTOB-ABOINHNKOB,
C ucnosb3oBaHNemM VIHTepHeT-NIoWwagoK no npofjaxe TOBapoB W ycnyr (CanTbl
«ABUTO», «kOna» 1 ap.); B counanbHbIX CeTax «B KoHTakTe», «OQHOKIACCHUKM»
nT.Ag.

MpexXpae 4yem 3akasaTb ToBap B MHTepHeTe nouyuTanTe OT3bIBbl Ha PasHbIX
caltax O [JaHHOM WHTepHeT-marasuHe WM BUPTYaslbHOM MNpPOAaBLe, B Clyyae
HaNMuMa Bbl cpa3ly 0OHapYXXMTe oTpuuatesbHble OT3biBbl, OTCYTCTBME OT3bIBOB O
BblOpaHHOM BaMW WHTEPHET-marasuHe roBOPUT O KOPOTKOM Mepuofe ero
CyLLecTBOBaHUS. BHMMaTeNbHO uyuTaliTe HasBaHWA WHTepHeT-mMarasvHa, TeMm
cambiM Bbl 136exuTe cainToB-k/I0HOB. CTapanTecb M36eraTb MOKYMKW ToBapa Mo
npegonnare. Ecnn ueHa ToBapa ropasfo HWXKe LeHbl B 0O0bIYHbIX PO3HUYHbIX
marasvHax, Tak W B [PYTMX WHTepHeT-MarasuMHax, /iM60 Ha pblHKE B LEIOM
(Hanpumep, Npy Npofaxe aBTOMAaLUWHbI MO 3aHMXXEHHOW CTOMMOCTWU), 3TO MOBOA
HaCTOPOXUTBCH.



2 TMyTem nonyyeHUs UHGpopMauumn OT nuua, pa3MecTuBLUErO 00bSABNEHNE O
npofaxe Kakoro-nnb6o ToBapa, O MOJIHbIX PeKBM3UTaxX ero 6aHKOBCKOW KapTbl
(Homep, CpoOK peilcTBusA, fAaHHble fepxatens, CVC-kopg), £Ko6bl, C Lefbo
BHECEeHWA npefonnatbl, C MOCNeAYOWMM XULLEeHNEM C Hee [eHEeXHbIX CPeAcTs,
NCMNONb3ys MNOSYYEHHbIE JaHHbIE.

He coobuiainTe HeM3BeCTHOMY KaKyk-Mbo WHGOpMaLMIio KacaroLlyrocs
6aHKOBCKOWM  KapTbl - [A18 OCYLLECTB/IeHMS MepeBoja TpebyeTcs TOMbKO
LIeCTHaALaTM3HaYHbIA  HOMep KapTbl. Hu npu Kakux 06CTOATENbCTBAX He
coobwanTe nMaposv Ha nposefeHVe onepauuid. MMaponb ANA BXoda B CUCTEMY
«baHK OHNaiH» 3TO Balla MMYHaa KOH(UAeHLManbHas nHHopmauums.

2 TlyTeM NONy4YeHUs [AeHeXHbIX CPeACTB OT MOTepneBLIUX MNpu, AKOOLI,
BHECEHUM CTaBOK Ha (POHAOBbIX U MHbIX BUpXKax.

MpexXae 4Yem BHOCUTbL AEHbIM Mo4YMTainTe OT3bIBbl Ha Pa3/IMYHbLIX calTax B
WHTepHeTe, y3HailTe K HOPUCAUKLMM KaKOW CTpaHbl OTHOCWUTCA [AeATeNbHOCTb
[JAHHOM opraHm3auun, a Takke O03HaKOMbTeCb C MNpaBuiamMyv U YCNOBUAMU ee
LeATeNnbHOCTH,

£. B3nom cTpaHul nosb3oBatesied B COLMa/bHbIX CETAX, B OCHOBHOM
«BKOHTaKTe» N «OAHOKNACHUKM», N pPacCblsiKa COOBLLEHNIA «ApYy3bsSM» OT UMEHWU
[AHHOro nosib3oBaTeNis ¢ NPOCLO0M OJO/MKUTL AeHer, KOTOpble HYXXHO MepeBecTy
Ha yKa3zaHHble abOHEeHTCKMe HoMepa UM 6aHKOBCKUE KapTbl.

Mpexae 4Yem OCYLLECTBUTbL MEpPeBOf MO3BOHUTE CBOEMY APYry, OT KOTOPOro
MPULLNIO COOBLLEHME, N YTOUHUTE MH(OPMALMIO.

C 1cnonb30BaHMEM CPeACTB COTOBOM CBA3M MyTeM COOOLLEHUs rpaxjaHam
3aBefJOMO NTOXXHOW MH(hopMaLmu:

J. O HapyweHun ux ONU3KAMKU  POACTBEHHMKAMWU  [eWACTBYHOLLErO
3aKoHoAaTenbcTBa (coseplieHne ATI, NPUUUHEHME TENECHbIX MOBPEXAEHNNA,
XpaHeHne HapKOTMKOB W T.M.), C LeMblo nepefayn noTeprneBlUNMN [eHEXHbIX
CPeACTB 4epe3 MOCpPeAHUKOB, NM6O MepeBof MX 4vepe3 TepMuHaNbl OnsiaTbl ANA
paspeLleHns CNoXmnBLUencs cutyaumm. Ipm sToM MOLLIEHHUKW CTaparoTecs AepXaTb
«KepTBY» BCerfa Ha CBSi3W, C LEeNbH WCKIOYEHUs KaKUX-NMbo [eWCTBUI C ee
CTOPOHbI NO NPOBEPKe MHhopMaL UK.

Heob6xoanMmMo nepe3BOHUTb HA W3BECTHble abOHEHTCKME HOoMepa nuuy,
KOTOpPbIM NpeAcTaBNAeTCA 3/10YMbIW/IEHHUK, MO0 POACTBEHHMKAM, C LESbIO
BbIACHEHUSA LEACTBUTENIbHOCTU MPOU30LIEALLNX COObITUIA. MONPOCUTL 3BOHSLLENO
Ha3BaTb Kakue-nnbo fAaHHble nMua, KoTopbiM OH npepctasnsetcd (P.N.0., pata
POXIEHUSA, MECTO >XXWUTENbCTBA, fAaHHble POLCTBEHHWUKOB, Kakme-nnmbo akTbl U3
XU3HU 1 T.4.).

2 O 6510KnpoBKe 6aHKOBCKOM KapTbl MyTemM paccbinkM SMS-coo6LieHnin 1
NocneayroLero UHMOPMMPOBaHUA O HEOOXOAMMOCTM [a/ibHeMLWero BBeAEHUS
psfa KomaHg ¢ 6aHkomara.

Mpexae YeM BbINOMHATL Kakue-nmbo [eCTBUA C GaHKOBCKOW KapToWn
nepe3BOHUTE B 6aHK M YTOUHUTE MHDOPMALMIO.

2 O BO3MOXHOCTM TMOJly4YeHMS KOMMEHcauMn 3a paHee NpPUOOpPeTeHHbIe
HeKauyeCTBEHHble TOBapbl WM OKasaHHble YCAyru, And 4ero Heobxoaumo
MepeyncnunTbL OnpesesieHHbIA NPOLEHT OT nonaratoLenca CyMMmbl.



CneflyeT 3HaTb, YTO pas3/iMuHble KOMMEHCALMM BbINJaunBaloTCs rpaxaaHam
TONbKO MNpW WX JIMYHOM MUCbMEHHOM 06palleHUn B  COOTBETCTBYIOLLME
opraHu3aumun. Hukakme nNpoLeHTbl 3a BbiNaaTy KOMMEHCALWA He YriauymBatoTCs.

AKOObI, U3 NONVKIVHUKMA UK GONbHULLI, 0 TOM YTO Y Bac unm y Batuux
POACTBEHHWKOB OGHAPYXWUNWU CTPaLUHbIA AMAarHO3 W YTOObl BbIIEUUTL GONE3Hb
Heo6X0A1MO MEepPEeBECTU [eHbIN 3a IEKAapCTBRa.

Heo6X0AMMO MOMHUTb, YTO HACTOAWMIA Bpay HMKOr4a He GYeT 3BOHUTL BaM
Nno TenedoHy U coo6LaTh O «CTPALIHOM [MarHo3e» WAU MNPOCUTbL MEePeBecTU
[EHbIU 3a NeKapcTBa.

C npocb6oii KynuTb NPOAYKTbI, CMIMPTHOE, LBETbI U T.M., JOCTaBUTb WX MO
YKa3aHHOMY aflpecy, a NomnyTHO NepeuncInTb AeHeXHble CPeACTBa Ha TenedoH, C
3aBEPEHNEM, UYTO A€HbIM BEPHYT MO NPMOLITUIO HA afpec 3aKasumka.

Ecnn Bbl MUCMONHsIeTe Kakoe-nM60 MopydyeHMe Mo TenegoHy, AoCTaBnsieTe
3aKasbl, TO He cnefyeT MepeBoAMTb AEHbIM Ha He3HAKOMble TenedoHbl, cHayana
[l0CTaBbTe TOBAP MO HAa3HAYEHMWIO U Ha MECTE OMNPeJEe/IMTECH C 3aKa3UMKOM.

Kpome AMCTaHLUMOHHbIX MOLIEHHUYECTB rpaxkjaHe CTAHOBSATCSA XXepTBaMu U
KOHTaKTHbIX MOLUEHHWYECTB, COBEPLLUEHHbIX N0/ BMAOM COLIMaNbHbIX PabOTHUKOB,
COTPYAHMKOB Pa3NYHbIX OpraHusauuii (ropras, ropceet, TMEHCUOHHbIA (oHA,
MeAUUMHCKMEe PaboTHMKKM W T.4.). Mpeanoramy MoryT 6biTb: CPOYHbIA 06MeEH
A€eHer, HaflbaBKM K MeHCUK, MPOBepKa rasoBOro WM BOASHOro 060pyA0BaHUS,
nepepacyeT KBapThnaTbl, MpeMun BeTepaHam, npogaxa BALOB, MeaULMHCKUX
NPMBOPOB UK APYrUX Pa3MUHbIX TOBAPOB MO NbrOTHbLIM LieHaMm W T.A4. OCHOBHas
LieNb 3M10YMbILUNIEHHUKOB - Y3HaTb, Ffle XPaHATCS [eHeXHble CPeAcTBa «KepTBbl»,
Mocfe Yero OTBMeYb €e BHMMaHWE W COBEPLUWTb UX XULLeHMe. TakxXe Npeasorom

MOXET ObITb ragaHuve, CHATUE $AKOObl Ha/IOXXEHHON MopYn, WUCLENeHne oT
3a60n1eBaHNN.

Kak noHsTb 06MaH:

- 06 0OMEHe [eHeXHbIX CPeACTB WAN NPOBEAEHWUM KaKuX-TM6o pedopm
3apaHee 6yaeT coobulaThcs B pas3nnuHbix CMW (TeneBuaeHuWe, paguno, neyaTHble
N3haHus), B OTAENEHUsX 6GaHKOB, YUPEXAEHUSX COLMANbHOW  MOMUTUKK,
MEHCUOHHOIO (hoHAA U T.A.

- Y3HaTb, YTO 3a OpraHu3aLMio NPeACTaBNSIOT NpULLeALLVe W, MO3BOHMB Ty/a,
y3HaTb, €CTb NN TaM TaKuWe COTPYAHWUKM U NPOBOAUTCA N 06XOA AOMOB MO
0603Ha4YeHHOMY BOMPOCY; NONPOCUTL MPeAbSBUTL YA0CTOBEPEHNE;

- YBEIOMUTb POJCTBEHHMKOB (3KeNaTe/lbHO MOMPOCUTb MOALEXATh);

- NO3BOHWUTbL WM NO3BaThb COCEAEN;

- NO3BOHUTb 3aKpenneHHOMY CoLuanbHOMY PaboTHUKY;

- He CTOMT MOKynaTb Y HEM3BECTHbIX HUKAKMX NEKAPCTBEHHbIX MPenapaTos,
ra3oaHasM3aTopoB, CUETUMKOB, (DUILTPOB A/ BOAbl, XO35CTBEHHbLIX TOBApOB,
MEANLMHCKMX NpUGOPOB 1 T.M.



